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Abstract: Oracle has documented numerous security vulnerabilities
which may inadvertently be introduced into code by Java program-
mers. Mango is an open-source Eclipse workbench plugin for detecting
such vulnerabilities. Mango first builds a formal model of targeted
code, using a custom language with roots in Lisp and ACL2. This
model is exposed at a high level as Eclipse FormText, a familiar browser
idiom. Model browsing enables the capture and generalization of low-
level formal expressions in the model language. From this technique, a
methodology emerges for vulnerability test development: a)write code
exhibiting a security flaw, b) capture and generalize the “sweet spot”
where the vulnerability causes undesirable behavior, and c) write rules
to match against captured patterns in order to detect the vulnerability
in arbitrary java code. This talk discusses the formal model and test
development life-cycle, as well as questions of efficiency and training.
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